APPENDIX T - HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) REQUIREMENTS

Provider agrees to make a good faith effort to comply with the provisions of the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (HIPAA). This involves signing a Business Associate Agreement with the Lackawanna-Susquehanna Behavioral Health/ Intellectual Disabilities/Early Intervention Program, (which is attached to this Appendix), performing an internal risk assessment, and designating a HIPAA Compliance Officer.  Provider further agrees to work with the Program over time to assure compliance with all applicable HIPAA standards.


[bookmark: BALANCE_PED._Business_Associate_Agreemen]BUSINESS ASSOCIATE AGREEMENT

Health Insurance Portability and Accountability Act (HIPAA) Compliance WHEREAS, Lackawanna-Susquehanna (LS) Counties Behavioral Health/Intellectual Disabilities/Early Intervention Program (hereinafter the “Covered Entity”) will make available and/or transfer to____________________________                    , (hereinafter the “Business Associate”) certain Protected Health Information (PHI), in conjunction with goods or services that are being provided by Business Associate to or on behalf of the Covered Entity, that is confidential and must be afforded special treatment and protection in accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Regulations at 45 CFR Part.160-164.
WHEREAS, Business Associate will have access to and/or receive from Covered Entity, protected health information that can be used or disclosed only in accordance with this Appendix and the HIPAA Privacy Regulations at 45 CFR Part 160-164.
NOW, THEREFORE, Covered Entity and Business Associate agree as follows:
Definitions.
“Business Associate” shall have the meaning given to such term under the HIPAA Regulations, including but not limited to, 45 CFR §160.103.
“Covered Entity” shall have the meaning given to such term under HIPAA and the HIPAA Privacy Regulations, including, but not limited to, 45 CFR
§160.103.
“Protected Health Information” means any information, whether oral or recorded in any form or medium; (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual, and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under HIPAA and the HIPAA Privacy Regulations, including, but not limited to 45 CFR §164.501.
In accordance with 45 CFR Parts 160-164, Lackawanna-Susquehanna Counties Behavioral Health/Intellectual Disabilities/ Early Intervention Program is the Covered Entity and ______________                                        is the Business Associate.

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in 45 CFR Parts 160-164.
Limits On Use And Disclosure Established By Terms Of Appendix. Business Associate hereby agrees that it shall be prohibited from using or disclosing the protected health information provided or made available by Covered Entity for any purpose other than as expressly permitted or required by this Appendix, in accordance with 45 CFR §164.504(e)(2)(i).
Stated Purposes For Which Business Associate May Use Or Disclose protected health information. The Parties hereby agree that Business Associate shall be permitted to use and/or disclose protected health information provided or made available from Covered Entity for the following stated purposes:
To ensure compliance with the provisions established in the MH/MR Act of 1966.
Additional Purposes For Which Business Associate May Use Or Disclose Information. In addition to the Stated Purposes, Business Associate may use or disclose protected health information provided or made available from Covered Entity for the following additional purposes:
Use Of Information For Management, Administration And Legal Responsibilities. Business Associate is permitted to use protected health information if necessary for the proper management and administration of Business Associate or to carry out legal responsibilities of the Business Associate.  45 CFR §164.504(e)(4)(i).
Disclosure Of Information For Management, Administration And Legal Responsibilities. Business Associate is permitted to disclose protected health information received from Covered Entity for the proper management and administration of Business Associate or to carry out legal responsibilities of Business Associate, provided:
The disclosure is required by law: or
The Business Associate obtains reasonable assurances in writing from the person to whom the information is disclosed that it will be held confidentially and used or further disclosed only as required by law or for the purposes for which it was disclosed to the person, the person will use appropriate safeguards to prevent use of disclosure of the information, and the person immediately notifies the Business Associate of any instance of which it is aware in which the confidentiality of the information has been breached.  45 CFR
§164.504(e)(4)(ii).
Data Aggregation Services. Business Associate is also permitted to use or disclose protected health information to provide data aggregation services, as that term is defined by 45 CFR §164.501, relating to the health care operations of Covered Entity.  45 CFR §164.504(e)(2)(i)(B).

BUSINESS ASSOCIATE OBLIGATIONS:
Limits On Use And Further Disclosure Established By Appendix And Law. Business Associate hereby agrees that the protected health information provided or made available by Covered Entity shall not be further used or disclosed other than as permitted or required by the Appendix or as required by law.  45 CFR §165.504(e)(2)(ii)(A).
Appropriate Safeguards. Business Associate will establish and maintain appropriate safeguards to prevent any use or disclosure of protected health information other than as provided for by this Appendix.  45 CFR
§164.504(e)(2)(ii)(B).
Reports Of Improper Use Or Disclosure. Business Associate hereby agrees that it shall report to the Department of Public Welfare within two (2) days of discovery any use or disclosure of protected health information not provided for or allowed by this Appendix.  45 CFR
§164.504(e)(2)(ii)(C).
Subcontractors And Agents. Business Associate hereby agrees that anytime protected health information is provided or made available to any subcontractors or agents, Business Associate shall provide only the minimum necessary protected health information for the purpose of the covered transaction and must enter into a subcontract or contract with the subcontractor or agent that contains the same terms, conditions and restrictions on the use and disclosure of protected health information as contained in this Appendix.  45 CFR §164.504(e)(2)(ii)(D).
Right Of Access To protected health information. Business Associate hereby agrees to make available to an individual who is the subject of the protected health information the right to access and copy that individual’s protected health information, at the request of the individual or of the Covered Entity, in the time and manner designated by the Covered Entity. This right of access shall conform with and meet all of the requirements of 45 CFR §164.524 and 45 CFR 164.504(e)(2)(ii)(E).
Amendment And Incorporation Of Amendments. Business Associate agrees to make any amendments to protected health information that have been agreed to by the Covered Entity, at the request of Covered Entity or of the individual, in the time and manner designated by Covered Entity, in accordance with 45 CFR §164.526 and 45 CFR §164.504(e)(2)(ii)(F).
Provide Accounting. Business Associate agrees to document and make available to Covered Entity or to the individual, any information necessary to provide an accounting of disclosures in accordance with 45 CFR §164.528 and 45 CFR §164.504 (e)(2)(ii)(G), within 30 days of receipt of a request for an accounting, in the manner designated by the Covered Entity.
Access To Books And Records. Business Associate hereby agrees to make its internal practices, books, and records relating to the use or disclosure of protected health information received from or created or received by Business Associate on behalf of the Covered Entity, available to the Secretary of Health and Human Services or designee for purposes of determining compliance with the HIPAA Privacy Regulations. 45 CFR
§164.504(e)(2)(ii)(H).
Return or Destruction Of protected health information. At termination of this Appendix, Business Associate hereby agrees to return or destroy all protected health information received from or created or received by Business Associate on behalf of Covered Entity. Business Associate agrees not to retain any copies of the protected health information after termination of this Appendix.  If return or destruction of the protected health information is not feasible, Business Associate agrees to extend the protections of this Appendix to limit any further use or disclosure until such time as the protected health information may be returned or destroyed. If Business Associate elects to destroy the protected health information, it shall certify to Covered Entity that the protected health information has been destroyed.  45 CFR §164.504(e)(2)(ii)(I).
Mitigation Procedures. Business Associate agrees to establish and to provide to the Program and Department upon request, procedures for mitigating, to the maximum extent practicable, any harmful effect from the use or disclosure of protected health information in a manner contrary to this Appendix or the HIPAA Privacy Regulations. 45 CFR §164.530(f). Business Associate further agrees to mitigate any harmful effect that is known to Business Associate of a use or disclosure of protected health information by Business Associate in violation of this Appendix.
Sanction Procedures. Business Associate agrees that it must develop and implement a system of sanctions for any employee, subcontractor or agent who violates this Appendix or the HIPAA Privacy Regulations. 45 CFR §164.530(e)(1).
Property Rights.  The protected health information shall be and remain the property of Covered Entity. Business Associate agrees that it acquires no title or rights to the protected health information, including any de- identified information, as a result of its relationship with the covered entity.
Grounds For Breach. Any non-compliance by Business Associate with this Appendix or the HIPAA Privacy Regulations will automatically be considered to be grounds for breach pursuant to the underlying agreement, if Business Associate knew or reasonably should have known of such non-compliance and failed to immediately take reasonable steps to correct the non-compliance.
Termination for cause. Upon Covered Entity’s knowledge of a material breach by Business Associate, Covered Entity shall either:
Provide an opportunity for Business Associate to cure the breach or end the violation and terminate this Agreement if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity;
Immediately terminate this Agreement if Business Associate has breached a material term of this Agreement and cure is not possible; or
If neither termination nor cure are feasible, Covered Entity shall report the violation to the Secretary.
Privacy Practices. The Program or Department shall provide and Business Associate shall immediately begin using, any form, including but not limited to, any used for Consent, Notice of Privacy Practices, Accounting for Disclosures, or Authorization, designated as effective by the Program or Department at any given time. The Program and Department retain the right to change the applicable privacy practices and documents. The Business Associate must implement changes as soon as practicable, but not later than 45 days from the date of notice of the change.

OBLIGATIONS OF COVERED ENTITY:
Provision of Notice of Privacy Practices. Covered Entity shall provide Business Associate with the notice of privacy practices that the Covered Entity produces in accordance with 45 CFR §164.520, as well as changes to such notice.


Permissions. Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by individual to use or disclose protected health information, if such change affect Business Associate’s permitted or required uses and disclosures.
Restrictions. Covered Entity shall notify Business Associate of any restriction to the use or disclosure of protected health information that the Covered Entity has agreed to in accordance with 45 CFR §164.522.



IN WITNESS WHEREOF, the parties hereto have executed this Agreement this day and year.




Executive Director Signature	Date



